
Ditch Google and Gmail Before It’s Too Late

Google's increasing encroachment of our private data will eventually endanger us. Follow these tips to
protect yourself and your family.
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Write a comment…

Chronological

Jules Sep 27

Don't use Android? So iPhone is preferred over android?

4 Reply Gift a subscription Collapse

MeRobertM Sep 27

I use TracFone, don't need all that other claptrap that puts info out there in cyber-land.

Our phones are for family, friends and emergencies on the road.

4 Reply Gift a subscription Collapse

Rob Foreman Sep 28

Tracfone is a service, not a device. The phones used on Tracfone are either Android of

iPhone. You're using one of the two.
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MeRobertM Sep 28

Answered.
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Kathleen Sep 28

Is Tracphone an android or an iPhone? What type of phone is it? I don’t believe you

said.
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MeRobertM Sep 28 · edited Sep 28

Ours are LGs, but they activate any phone. Just call them and tell them you

want to change over to TracFone and you want to keep your phone number. 1

(800) 867-7183

People also ask

How do I speak to a live person at TracFone?

You can reach our helpful customer service team seven days a week, from

8:00am – 11:45pm (EST), by calling 1-800-867-7183. A Tracfone

representative will be happy to provide assistance, whether you need help

activating your device, searching the web, or dealing with other issues.
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JustPlainBill Sep 28

This is spam.

1 Reply Collapse

MeRobertM Sep 28

You are "spam". Wife and I use them, this is first hand experience. If

you're too s***** to heed advice, go away. Dr. Mercola doesn't allow

spam. Besides, Spam is a breakfast food. Brain food... but you

wouldn't know that.
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Lynne Sep 28

LG is a manufacturer. Android and IOS (iphone) are operating systems. I

believe LG uses Android.
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Atlandea Sep 28

Yes, I have had LG phones for years now. Android, and google all

over it.
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MeRobertM Sep 28

Yes they do.
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Jem Sep 28

TracFone is a cell phone service subsidiary of Verizon. They use the Verizon

network. The physical phone you use for your cell phone service can be made

from various companies such as LG, Samsung, iPhone, Motorola, etc... Each

phone's operating platform is usually Android or Apple's iOS.
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Brio Sep 30

he meant a flip phone with no tracking capabilities (there are phones stamped with the

tracfone brand thought)
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KoalaPower Sep 27

I was thinking the same thing, not much choice is there. I cannot afford a new phone, happy with

my Android, I have very few apps and prefer to use my computer for internet stuff.
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MeRobertM Sep 27

Me, too.
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Gjordie Sep 27

If you stick with Android devices: I believe that certain ’de-googled’ software is designed with

privacy in mind.

Rob Braxman provides some very good advice on privacy …. Worth a look
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MeRobertM Sep 28

I do have an Android, but it's through the TracFone provider.
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louisejeanne67 Sep 28

Yes, him and his team have created de-googled phones
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Tim Sep 28

Verizon bought out tracfone.

Iphone isn’t safe either. The only phone l know of that doesn’t run on one of 2 is called

purism.
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Skupe Sep 28

Where can you buy a Purism phone? I looked it up but they don't mention the

phones.
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Tim Sep 28

Here

https://shop.puri.sm/shop/librem-5/
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Skupe Sep 28

Thanks. It's expensive and won't be available for a year. The USA one is

even more expensive but you can receive it in under 10 business days.

1 Reply Gift a subscription Collapse

Tim Sep 28

I agree, that’s why I haven’t got one yet.
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Skupe Sep 28

:)

1 Reply Gift a subscription Collapse

MeRobertM Sep 28

Be prepared, plain phone, no accessories = $1400.
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zlackov Sep 28

They are still double and triple the price of Samsung A72 for example. They

are way underdeveloped. Not even close to Samsung Android.

I don't use my email in my Samsung. And I suggest everybody NOT to use

email in your phone. It's too convenient ? well I don't see any convenience in

having your email in your phone. Easy to hack, your bank account thru your

email...etc. I don't use Gmail anyway, but Tutanota and Runbox. I don't use

anything google. Any google play store application can be downloaded

without Google. Try Aptoid, F-droid... SO, I stick my Samsung phone now and

tomorrow. No panic here.
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Skupe Sep 28

Thanks. I would never use Gmail and never use email on my phone for

the same reasons you're mentioning. I will check out Tutanota and

Runbox, which I have never heard of and get rid of AOL. I hate the games

as well and would never use them.
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Skupe Sep 29

Zlakov, Do you know if both of these are good or is one of them

better than the other regarding Tutanota or Runbox?
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SomeDude Sep 28

Pinephone is another open source Linux phone...

They have a newer version too.

https://www.pine64.org/pinephone/
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Skupe Sep 28

This looks like a decent price. I won't be able to listen to music when I walk

though since Youtube is a part of Google.
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SomeDude Sep 28

Use an alternative front-end for YouTube in a web browser.

https://greycoder.com/invidious-a-private-front-end-to-youtube/
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fanofjesus Sep 28

went to site; didn't understand how to use it for youtube
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SomeDude Sep 28

I posted that page because it lists a lot of options.

This is the first live link I pulled from the page... Right before it is

a link to a list of other interfaces in case one goes down.

https://yewtu.be/feed/popular
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fanofjesus Sep 28

thank you for the follow-up; I will cehck it out
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MeRobertM Sep 28

$150 - $200. Still out there in cyberspace.
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Dan B. Sep 29 · edited Sep 29

There's also the Mudita Pure, which I prefer. Besides protecting privacy, they also

protect health, using an e-ink screen and having an ultra-low SAR value..

https://mudita.com .
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SomeDude Sep 29

That's pretty cool. Open source OS, too.
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Skupe Sep 29

Thanks. I guess this company is foreign and with a monthly fee too.
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Brio Sep 30

yes there many de-googled android phones. you can find them on the brave search engine
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109 Sep 28

Blackberry

Pedophiles like Podesta Clinton Nuland and that socialist from Kenya love them
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He Sep 28

It's the safest to have no cell phone. If most of us wouldn't have fallen for that convenience the

agendas couldn't be hurried along like this, using the data usage as explanation for building out

'spynet' (5G and higher) which now is used to harm people and other life directly.
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MeRobertM Sep 28

Do y'all want privacy from tracing your movements? Wrap your cell phone in a couple layers

of aluminum foil. It works. Do it and dial from your house phone, or another cell. And Yes, 5G

and TicToc phones are CCP spy phones.
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MeRobertM Sep 28

BTW, use "On Speaker", do NOT put that 5G piece of crap up to your head. AAMOF, do this

with all cell phones. They're linked to brain cancer, especially the 5G.
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zlackov Sep 28

really ??? I won't be able to get SMS when my ordered items arrive from AliExpress or

Amazon. These messages about when to pickup and to choose your own location are

indispensable. You can not function today without A SMARTPHONE.
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He Sep 29 · edited Sep 29

How then am I still alive and functioning? I am often the only one who seems to be able

to take in the world when I am out and about (or indoors) because everybody else is

with their phone and apparently on call 24/7 even though they are no emergency

doctors or residents in a hospital. I grew up in a time where my parents were the only

ones with a landline in a village of about 60 people (my parents needed it for their

business) the neighbors used our phone when they needed to make a phone call which

was rarely. I went to school 2km away and then 20km away and it worked without cell

phones to catch my often 3 types of public transit required to get there and back.

Deliveries today? So far I received everything I ordered without problems and without

waiting to be 'notified.' I am glad I didn't get attached to cell phones when they got out.

I feel freer than most other people around me.
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Seth D Berry Sep 28

No, Apple really is just as bad. Consider a degoogled android version. I love Calyx, which works

great!
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Max Kroll Sep 28

https://www.voltawireless.com

(From their website)

Just join Volta, and not even network operators will be able to track your

Location

Identity

Communications

Internet Activity

Financial Transactions

and more!

Try Volta without providing any personal information.

Replace your current mobile provider.

Stop Big Tech tracking your every move

ALL PLANS INCLUDE

Our all-in-one mobile app that helps you stop Big Tech tracking your every move, including

Asset 1

Volta Private Mobile

Fast, Reliable, Secure, Unlimited talk, text and data in 200+ countries with no one tracking your

identity, location or communications

Asset 1

Volta Private Number

A completely anonymous phone number to make and receive phone calls and messages without

providing any personal information and without anyone being able to track your communications.

Asset 1

Volta Private Messenger

Encrypted Voice Calls, Video Calls, Messaging and File Transfer with up to 1,000 people at the

same time without worrying about unwanted listeners.

Asset 1

Volta Private Network VPN

Secure Browsing on up to 6 devices at the same time. Encrypts your internet activity and hides

your IP address helping make sure no one can track you online.

Asset 1

Volta Private Payments

Safe Payments to anyone, almost anywhere in the world with no fees and no one monitoring your

financial transactions

Asset 1

Complete Privacy

Join Volta Wireless without providing any personal information. Volta Wireless never collects your

identity, location, communications, internet activity, or financial transactions.
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Sylvia Bailey Sep 28

🙄
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Sherman Sep 28

Not to confound this thread further, I have an older LG flip phone from tracphone, just updated

with a refurb. Its is closer to a burn phone than a smart phone. Verizon network acquired

tracphone some time ago, pay-as-you-go low-cost service, well before pandemic.
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Seth D Berry Sep 28

That's an interesting idea. Bring it back to the basics.

The only issue I see is that Verizon is one of the chief evil players here. They actively

engaged in censorship during the election, and have been very Woke.

You could also check out Volta Wireless, which specializes in security and privacy.
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DawnieR Sep 29

The smart people are moving to what they are now calling 'Dumb Phones'. I, personally, do not

own a spy/tracking device (cell phone). But if I did want/need one, I'd go with the 'Dumb Phones'.
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Writes Kyle Young the secular heretic Sep 29

All of this talk about cell phones ignores the issue raised in the article, gmail. Google used a word

search algorithm at the onset of the pandemic and caught me talking about the "plandemic" on

my Substack. They promptly censored me on all their platforms. You can have the most secure

phone or computer in the world but if your still using gmail, you and all of your contacts are being

tracked.
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Dot Sep 29

After watching hours of RobBraxmanTech videos, I have learned that iPhone is VERY secure, but

that is at the cost of turning over complete privacy to Apple. So I guess if you trust the biggest

communications tech oligarch to manage your privacy (and not censor your incoming and

outgoing content) then you're fine with iPhone. I'm almost off the Apple ecosystem myself,

because it is clear they cannot be trusted to protect my privacy in my own best interest - only

theirs.

Instead, I've learned about the beauty of "degoogled Android" from RobBraxmanTech and for me,

his BraX2 phone is the best option. Both secure and private - for now until Big Tech and the

Carriers lock us into their version of what's "best" for each of us.
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G. Oct 2

iPhone probably isn’t the best alternative but what else is there?

This is an option. https://abovephone.com/
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Jules Sep 27

Rob Braxman is a pro on this and he says protonmail is not secure, because of the metadata in the

emails, or something to that effect.
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MeRobertM Sep 27

If my info is right, the ONLY secure phone is a SatLink phone.
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tiger11 Sep 28

I once read an article about alternatives and there was actually none. Governments have specific

laws and clauses saying they have the right to dig in any account, even Protonmail.
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109 Sep 28

That level of comprehension requires one to stop reading immediately

Oh and you meant; "were none"

Governments make very dumb laws and hypnotic edicts all should be ignored especially

"trust in government"
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tiger11 Sep 28

yes, I meant "were none". English is not my first language and I'm not from the US.

Sorry for the mistake.
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MeRobertM Sep 28

You can get a secure satellite phone, but you're gonna pay the price for complete privacy. It

sends a coded message and is decoded on the end of the number you've dialed,

automatically. It reads your dialed number and doesn't sent the signal to anyone else's

phone.
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109 Sep 28

"I believe everything I hear especially when I hear PRO because I never research anything myself

to understand the difference between knowns and flimsy ass beliefs "
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Sarah Sep 28

You sound like a hateful troll.
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JustPlainBill Sep 28 · edited Sep 28

The main thing in Protonmail that is "not secure" is the subject line, which is sent in the clear. The

message body is always end-to-end encryption, and Protonmail itself does not have any way to

decrypt it. Even if law enforcement asked, the most Protonmail could provide is the messages

and their subject lines.

Although by using an encrypted provider such as Protonmail keeps prying eyes out of your own

inbox, bear in mind that everything you send to people that don't use a similarly secure service is

visible to whoever has the ability to get into the receiver's inbox. Those orgs can probably access

a lot of your content by using simply a list of your outbound messages and the addressees they

were sent to.

So it's not perfect security, but it's something. Like locking up your house--someone determined

can probably still break in, but if you make it hard enough, they will probably look for a softer

target.

Tuanota is another good choice if the above concerns you. My understanding is that even the

subject lines are encrypted. (I use Protonmail myself, and stay mindful of its limitations when

composing my subject lines. I may not use the subject line at all sometimes.)
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Justin Sep 28

This is not entirely correct. SMTP (simple mail transfer protocol) requires some information

about where the packets/mail are coming from and where it's going to, in order to route it.

Unless the contents of the mail (headers such as subject, to, from, reply-to, date/time, the

content, attachments, etc) are encrypted end-to-end then it's visible and readable by

anybody along the path - when it's between domains (ie, yahoo to google mail platforms).

When Snowden released a bunch of documents showing the extent of the NSA monitoring,

some of the content included slides where NSA bragged about being INSIDE some of these

providers, and being able to pick up emails between two gmail addresses or yahoo

addresses, these companies were embarrassed at the disclosure, both from a lack of

security point of view, and also privacy. They may have had an agreement with the NSA (or

been required to via laws), and that disclosure from Snowden may have threatened that.

But courts have ruled (and the NSA and FBI pushed this idea) that email sitting in your inbox

6 months later was considered "abandoned" and subject to nearly unfettered scrutiny,

suggesting that if you wanted "privacy" then clean up your email box.

There's also the 3rd party doctrine application of law which essentially says, if YOU

(personally) use a 3rd party to conduct your business (phone, email, etc), then you should

expect a lower threshold of privacy. Or in other words, encrypt your info, or run your own

mail server and phone network, but anything between your email server and the world is fair

game to intercepted, hence the need for end-to-end encryption.

Are there apps that people want to download that inject themselves into phones in an effort

to collect microphone, camera, contact information? Yes.

Look at the terms and conditions for the app. Zoom, for instance specifically says within

their app's terms and conditions that 3rd parties can get access to info

transferred/conveyed over their app. READ IT! People use it because it works well, it's easy

to use, etc. And for people in the info security world advocating against it, they are overrun

by business types that want to get things done quickly/easily, and security takes a back seat.

Read the rules regarding email transfer. It's one of the oldest protocols in use, and there's no

mention of security/encryption in the original RFC's, because we didn't need it at the time -

email was used to communicate between academia, government, high tech and military and

everyone got along, were professional, etc. before realizing the insights/intelligence that can

be gleaned from the contents seen over port 25 traffic across many servers acting as email

relays across the internet.

When encryption or isolation was needed, expensive private circuits were set up to transfer

email, documents, etc. That's still an option, but most rely on VPN tunnels and routing of

traffic through those tunnels to specific partners (lower cost alternative to private circuits).

Whether the NSA or other governments are able to decrypt the traffic using NIST approved

encryption protocols is another tar ball. There are beliefs that those huge data centers the

NSA has is storing all of the traffic being intercepted off the internet (encrypted or

otherwise) so that it can be decrypted later (or at will) to follow trails of associations/players

and the contents. The metadata (header information) is free game for the NSA.

The NSA has big rooms at telecoms that scoop up traffic and mirror it off into their servers.
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The NSA has big rooms at telecoms that scoop up traffic and mirror it off into their servers.

Look into ATT's Room 641A in San Francisco - https://en.wikipedia.org/wiki/Room_641A

You'll see in that article that telecoms enjoy immunity from lawsuits when cooperating with

the government. I'll leave it to you to discover what that means.

3 Reply Gift a subscription Collapse

Jules Sep 28

Rob Braxman is an IT pro. He says protonmail is actually less secure than other emails. I

believe it. You can watch his videos on YT.

Reply Gift a subscription Collapse

Jules Sep 28

I've used Yahoo like forever and I'm sticking with it.

Reply Gift a subscription Collapse

zlackov Sep 29

Tutanota and Runbox are more secure.

I use Tutanota, but it is Germany based, and Germany is EU/Nato/Washington...so..

Runbox is in Norway. Totaly secured.

Reply Collapse

Dot Sep 29

Rob knows what he's talking about and is absolutely correct. His private email (paid) service is

both secure and private. Internet security and privacy are two very different things - I've learned

that from watching Rob's videos which I started doing on YouTube at RobBraxmanTech. Now I

watch his videos on Odysee and Rumble - no more YouTube for me. I do find that for me, free

protonmail accounts help me move non-controversial email traffic off of gmail and onto a

platform where my mail is not censored, so it does have some value. I also use braxmail at

$50/year when I want complete privacy and security for my mail. Kind of like using a PO Box

versus my home address for mail.

Reply Collapse

Wendy Sep 27

I quit Google a year or more ago. And I never used Gmail. Right now I'm using yahoo but the spam is

never-ending. I may switch for that reason alone.

2 Reply Gift a subscription Collapse

Wendy Sep 27

ProtonMail did NOT prove to be a good alternative. I found that sometimes, unless the recipient of my

emails specifically added protonmail.com to their list of acceptable senders, my emails were not

getting through to them. This was the case even if they emailed me first and I used "reply". I ended up

switching back to Outlook because it just got too frustrating trying to get ProtonMail to work properly.

:(

5 Reply Collapse

Ben Hemp Sep 27

Outlook is part of another evil empire . . . Microsoft. Avoid . . .

6 Reply Gift a subscription Collapse

Wendy Sep 27 · edited Sep 27

Sadly most of them are part of an "evil empire", so there's not much you can do to avoid it

unless you just ditch email altogether, and who can do that these days?! :(

3 Reply Collapse

Writes Scott A. D. Corrupted System Newsletter Sep 27

If you want "free", then yes. It's pretty easy to buy a domain, and get a cheap £5-10 a

month virtual server and run your email through that. Not much technical know-how

required. No perfect solution exists on the internet as it is highly centralised and

controlled, but paying a small amount per month for a mini server to run your email

through is a step in the right direction.

5 Reply Gift a subscription Collapse

no Sep 27

https://lavabit.com/ -- the owner has been sent to prison before for refusing to give

up his encryption keys to the FBI to read his users' emails. It's not free, but if you're

wanting someone who know has scruples holding your data ..

5 Reply Gift a subscription Collapse

TxTonya Sep 28

Use mailfence.com . You have to use a service not in the USA.

Reply Gift a subscription Collapse

Robert Stockdale Sep 28

mailfence was ok until they disabled my account after 1.5 years. Someone

highjacked my account and sent spam from it. How secure is it when an account

can be highjacked?

1 Reply Collapse

Robert Stockdale Sep 28

There is definitely much one can do freely. Linux is free. mojeek.com is a great search

engine with no tracking or censorship. Tor browser is free. tutanota.com email is free.

gmx.com email is free. Just run your email in a Tor browser with a vpn loaded.

Find a linux distro that suits you at www.distrowatch.com .

1 Reply Collapse

Jem Sep 28

Internet use, web-searches, web-mail etc... all go through the ISP (internet service

provider). Definitely no privacy with ISP either, part of the empire.

Reply Gift a subscription Collapse

Jules Sep 28

Brax.me

Reply Gift a subscription Collapse

zlackov Sep 29

Like I said before, DO NOT use your email in your smartphone. Smartphones can be

easily hacked, and thru your email it's a freeway to your bank. I use Tutanota, in a

browser, Safari. But there is nothing out there that can be on par with a smart phone.

Smartphones are indispensable. Today without a smartphone, you are paralyzed.

Reply Collapse

Robert Stockdale Sep 28

I've been using protonmail for a few years with no issues. When I reboot, I first load protonvpn

and then the Tor browser that's where I load protonmail (proton.me now). Outlook is not an

option for safety. It's not an option on Linux either. Archlinux user for 2 years. Linux user since

1999.

Reply Collapse

JustPlainBill Sep 28 · edited Sep 28

I switched from Gmail to Protonmail a few years ago, and in general have had no issues.

BTW, don't confuse email SOFTWARE with email PROVIDERS. I've noticed that this is a common

misunderstanding of how email is structured. Outlook is not a PROVIDER, it is an "email client",

aka email management software. Outlook can be used with any PROVIDER, but as mentioned

elsewhere, it is "part of another evil empire, Microsoft."

It works like this: virtually every email PROVIDER has a web-based interface, where you visit its

website to access and create messages. All of your message content is in the "cloud", on the

provider's servers.

If you set up Outlook or another "email client" to manage your email, you are downloading copies

of your incoming messages to your device and storing them there. Usually your email client will

be set up to instruct the cloud to delete its copy after it is downloaded. You create your outbound

messages on your device, then upload them to the cloud for handling.

I used Outlook ages ago, but eventually quit and started using just the web-interface. For me that

is easiest, because I don't need my own device to access my email. If for some reason you like

the convenience of having an email client on your device, consider one other than Outlook. I used

Thunderbird for awhile, but there are others.

1 Reply Collapse

Marjalyn Sep 27

I’ve never used google for over 20 years when I saw a documentary on Bill Gates. . I currently use

proton but find it a bit clunky. So many behind the scenes alliances and sneaky arrangements to trip

us up. My friend does not have a smart phone or computer. He posts letters. He managed a large

share portfolio for 60 years without internet and continues as before.

5 Reply Gift a subscription Collapse

zlackov Sep 29

Use TUTANOTA(Germany) or RUNBOX (Norway). Tutanota is EU, and EU is an american puppet. I

don't know if Norway in EU, but I'd use Tutanota anyway.

Reply Collapse

MeRobertM Sep 27

This is why I don't use Gmail anymore.

Larry Page, Sergey Brin, and Sundar Pichai are socialist communists.

4 Reply Gift a subscription Collapse

Fitzcarraldo Sep 27

Haha what irony. When I clicked to watch the GoopocalypseNow video I was taken to the Vimeo site

where it says 'Video is not rated. Log in to watch.' And, very helpfully, top right of the screen is this

legend: Log in with Google.

2 Reply Gift a subscription Collapse

no Sep 27

Users of Google Pixel phones can install GrapheneOS -- which is andriod minus everything specific to

Google https://grapheneos.org/usage

Keep in mind that Apple isn't much better than Google.

Other alternatives are the Libre phone (https://puri.sm/products/librem-5/) and PineOS

(https://www.pine64.org/pinephone/)

Reply Gift a subscription Collapse

Lynn Sep 27

How do you get rid of Google? Wouldn’t I lose all my important info. I’ve been wanting to get another

browser but being fearful of losing all my info

1 Reply Gift a subscription Collapse

Sherman Sep 28

You may be able to get feet wet by loading new browser without deleting the first. See what

happens: my guess is myriad bookmarks and history you do not want to lose.

1 Reply Collapse

DD Sep 28

You can import bookmarks.

I'm currently trialling Brave, Yandex, Opera, and Opera Crypto, Brave and Opera have built-in

web3. Yandex does a neat service telling you which passwords you use are vulnerable.

My main browser is firefox, which doesn't use the google engine, and you can search using

non-google searches like startpage.

1 Reply Collapse

Lynn Sep 28

What about the search engine from Sweden? It was mentioned in the article
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DD Sep 29

I've just had a look but can't see that quickly.

Best thing is do your own diligence. That's not meant to be a put-off, rather, it's a

good learning experience.

Once you have installed Firefox, check out the settings page where "search" is

mentioned. Choose a different search engine, Startpage is a good one at this

point. Then use Startpage to find search engines and check a few by looking at

their websites. Also search with the name you choose followed by +(complaint OR

hack OR security OR review) which will give you results where there are web pages

including the name of the engine with any of those words.

The more you try this, the more avenues of research will suggest themselves and

the quicker you'll be able to locate matters of interest, in this case "search engines

with or without problems"

I hope this helps!

I would also try out the browser BRAVE at the same time. OPERA has also become

a rather better browser.

Best wishes

Reply Collapse

Lynn Sep 28

I will try firefox

Thanks

1 Reply Gift a subscription Collapse

Lynn Sep 28

Thanks, lynn
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Jules Sep 28

Check Rob Braxman on YT. He tells you how to do it.
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Lynn Sep 28

Thanks
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AH Sep 27

The problem isn't Google, the real problem is that Americans have become so damn cheap-minded,

they'll do anything for a 'freebie' these days, even sell their soul. You can buy a domain name for

about $10./yr, and buy an email service for about $20./yr, so for about $30./yr, you don't have to deal

with google, microsoft, yahoo, att, etc. etc etc. - all the bigwigs that are part of the cabal that wants to

take all your freedoms away and control you like a rat in one of their labs. I've been telling people for

decades to get away from google, and how inexpensive it is to get your own email, but do people do

it? Hell no. Not a single person has made the switch. Their lame excuse is "they track you anyway", as

if there's nothing that can be done to secure online privacy. Well, there is. To use the net and not be

tracked does take time and effort to set it up and maintain it, but it can be done. So the real problem

to all the tracking, is that people are to damn lazy to secure their privacy as well. I'm pretty well fed up

with Americans who toss their rights and freedoms away, don't do a thing to secure them, and yet

bitch about the state of the world and how we're losing the Constitution. I mean really, the founders

pledged to give up their lives and everything they had for freedom, and stupid lazy Americans won't

even spend a buck to get their own email address. Don't blame Google, Gates, or anyone else for

being a cheap lazy ass. Seriously, folks! Time to WAKE UP!!!! and STOP FEEDING THE BEAST!!!

8 Reply Gift a subscription Collapse

Rob Foreman Sep 28

I'm sorry to tell you that buying a domain and setting up your own email does not protect you.

Those emails still go through systems that can and do monitor them. And those systems are

owned by companies like Amazon, Google, etc.

2 Reply Gift a subscription Collapse

DD Sep 28

That's true, but there are two things to bear in mind.

1. Low-hanging Fruit. If you're not in the mass filing system you won't necessarily be even

seen.

2. Engaged in Naughty Stuff. If associated with someone doing illegal things, the association

might stick to you, creating a risk.

Reply Collapse

eiggod8 Sep 28

People with computer skills often don't allow for those who don't have them to the same degree.

" To use the net and not be tracked does take time and effort to set it up and maintain it, but it

can be done". We can also screw up our computers while attempting to do it ourselves and if we

are old, there may be a few cognitive deficits. Paying for help isn't in everyone's budget.

Google, of course, capitalizes on this and we should personally minimize its use any way we can.

2 Reply Collapse

AH Sep 28

Listen, people, you don't need a whole lot of computer skills to get away from google. Get a

landline. Seriously. I've had one my entire life, never gave it up. And I don't have a "smart"

phone, I have a 'dumb' phone that is rarely used 'cause I don't give the number to everyone

- people get my landline number to call me. The sound is much clearer, they're not as easy

to 'bug' or hack into as cell phones, they still work when cell service goes down, and

sometimes even when power goes down. Having said all that, a satellite phone is your best

bet for privacy. More expensive, yes, but what are you willing to pay for freedom? Anything?

Here's a question I've never gotten a positive answer from any so-called "patriot", but do get

'deer eyes staring into headlights' looks: Are you willing to give up your cell phone for

Freedom? I mean, people blab about the Constitution, civil war and blah blah blah about

blood watering the tree of Liberty, blah blah blah, but they won't give up a cell phone?

Somehow, there's a real disconnect if your cell phone is more valuable to you than your

blood and life!! Think about that one.

You can also contact data-mining companies and tell them to take you off their list. Here's a

list of companies that profit from gathering and selling all your info - you have to contact

each one (go to their website or give them a call) and find out how to get off their list and DO

it. Yes, it's a long list, and yes, it takes time ... so you think the war to maintain your privacy,

rights, and freedom shouldn't take any of your time or energy?

• Acxiom.com

• Allareacodes.com

• Ancestry.com

• Beenverified.com

• BizStanding.com https://bizstanding.com/page/contact 855-723-2747

• Callersmart.com

• Check-caller.com

• CheckThem.com

• Datagovus.com

• DOBSearch.com

• Everify.com

• Familytreenow.com

• Hauziz.com

• IDtrue.com

• Instantpeoplefinder.com

• Intelius.com

• Instantcheckmate.com

• MyLife.com

• MyRelatives.com

• Number2name.com

• Nuwber.com https://nuwber.com/policy 844-912-1292

• Peekyou.com

• Peoplebyname.com

• PeopleFinder.com

• PeopleFinders.com

• PeopleLookup.com

• PeopleSmart.com

• PeopleWise.com

• People-finders.ws

• PrivateEye.com

• PublicRecords.com

• Publicrecords.directory

• PublicRecords360.com

• Radaris.com https://radaris.com/control/ https://radaris.com/help 855-723-2747

• RealDirect.com

• Spoke.com

• Spokeo.com

• Telephonedirectories.us

• Truepeoplesearch.com

• Truthfinder.com

• USA-People-Search.com

• USSearch.com

• Voterrecords.com

• Whitepages.com

• Yatedo.com

• Zabasearch.com

• 411.com

And yes, getting off these lists does work - I've had people tell me they've tried several

times over the years to find me online and they couldn't.

Here's more ways to get out of their system:

Pay cash for everything. Everything you put on a credit card or debit card goes right to the

IRS, and everyone else.

Here's a tip: The government (and everyone else) only knows what you tell them.

When you see a physician, pay cash, and tell them NOT to share your medical records with

anyone. By law, if it's a cash deal, they have to obey you. If you use medical/health insurance

or credit/debit cards, your medical privacy is non-existent. When you sign on the line at the

hospital or doctor's office, the contract says they can share your info with "third parties" for

whatever reason they make up. It has come to light that more often nowadays, that "third

parties" includes Google ... SO DON'T SIGN THE CONTRACT UNTIL THEY REMOVE THAT

AND LET THEM KNOW THEY CAN NOT SHARE YOUR MEDICAL INFO WITH ANYONE unless

preauthorized by you.

People need to take back authority over their lives and their personal information.

Stop being such sheeple, so easily led to slaughter.

Refuse to use the last four digits of your social security number for "secure identification" -

if everyone's using it, how 'secure' is it? Set up a password instead.

Use a VPN when online.

I mean, c'mon, folks, use your head. I'm sure you can think of other ways to stop the

infringements on your privacy.

And why is privacy so important? Because without it, what do you own? Just like 'the man'

said, anything you say, can and will be used against you. And with Google and the rest

coming up with 'social scores' for you, you betcha your privacy is more important than ever

in the history of humanity.

So stop arguing and nay-saying, and get off your butt and DO SOMETHING to secure your

personal privacy, your rights, your freedom.
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Sarah Sep 28

Goodness, I wonder why the "friends" in your life won't listen to you. Maybe because

you're screaming at them that they are stupid and sheeples. Not everyone has the

same life as you. Like the older person said, some have a fixed income, some don't

understand computers that well. Stop yelling at people and telling them they are stupid

under the guise that you want to help them.

As far as medical goes, even someone who keeps themselves healthy could be in a

major accident and possibly have no choice as to treatment, much less be able to pay

the bill if they don't have insurance. "By law, if it's a cash deal, they have to obey you."

Really?! Most of our government runs outside the law.

It's easy to be a piss-ass online yelling at people you don't know. It's much harder to

truly help the people around you.
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AH Sep 28

Guess we hit a nerve, didn't we?

Some people have seen the writing on the wall for a long long time ... decades.

And some people have been doing all that they can to stop the destruction of what

everyone seems to be enjoying, but very few (maybe 1%) are willing to actually do

something to preserve it.

There is a difference between talking the talk, and walking the talk.

Very few actually walk the talk.

So, if after decades of seeing the country destroyed on every level, and 99% of the

population oblivious to it, or doesn't care as long as they get their 'conveniences'

and 'entertainment' fix; and seeing family and friends going off to bogus wars,

returning in caskets or permanently maimed, and having silly idiotic clients come

looking for a quick, instant fix to their decades of self-abuse and refusing to accept

the Truth of how to take care of oneself; and having to hear all the phonies spout

their toughness while actually doing nothing else; and ....

I've been around a long time, girl, and I've seen it all, and heard it all. At some point,

the doctor gets tired of constantly dealing with sick people's b.s. 'cause the cure is

so simple, but they don't want to do it ... 'cause they're spoiled and lazy and are

looking for a quick fix - not the Truth, and definitely not a lifestyle change. If you're

offended, maybe it's time to look into the mirror and be honest with yourself ....

what are you really doing to keep Freedom alive and well? What are you willing to

do for it? What's it really worth to you? Anything? Or do you think you deserve to

be spoon fed all your heart's desires with no real effort or sacrifice on your part?

Americans, for the most part, have become ignorant, spoiled, and lazy - look

around, the evidence is glaring in your face!! Or just watch a few YT vids of people

asking people on the street just simple questions and listen to the ignorant

answers they get ... that's America for you, baby. That's what it's become. If you

can't deal with that reality, you aren't ready to move forward and be a part of the

solution.

I come from the last generation that had a taste of real Freedom as a child. I've

been watching it erode away my entire life. So excuse me if I seem a little

frustrated and impatient with the current situation. As far as I can see, not nearly

enough people really care, they're more worried about keeping their cell phones,

Facebook accounts, and all the 'conveniences' that are given 'freely' ... as they

take another bite of that lie ... NOTHING IS FREE!!

And especially FREEDOM. I have friends and relatives who have paid the price for

people to be Free, and what's the return for their sacrifice? People take it for

granted and are willing to piss it away for a phone in their pocket. So am I pissed?

You betcha, girl. you betcha!!

Most people don't know the difference between real Freedom and a 'freebie'. The

two are NOT the same. Americans can't even drive through some of our national

parks these days without a reservation. Think about that. The land is supposed to

belong to The People, but they can't see it without a reservation and approval of

the controllers. That was unheard of when I was a child. And you certainly can't live

deep in the woods without the BLM and NFS constantly on your back trying to get

you out. And did you know that there are towns and cities where people pay a tax

on groceries (food is required to survive), but they never voted for it, so it's

taxation on your very survival. And the system is rigged so that The People can't

vote the tax out - only their bogus, self-serving "representatives" can. I could go

on with a very long list of things that are going on in the U.S. that were unheard of,

unthinkable, when I was a child. It's not just the entire covid hoax and lockdowns

that are wrong with this country. That's just the latest in a long long list that's been

getting longer for a long time, and as George Carlin said, "Nobody seems to notice.

Nobody seems to care."

Watch some of his vids - he speaks Truth about all the corruption and abuse ... and

the people just laugh. On some level, that must have been frustrating for him.
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Jules Sep 28

AH, ignore this person, they're not even worth your response time. No

intelligence.
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AH Sep 28 · edited Sep 28

As to paying cash for medical - here's a tip - tell them you're paying cash and ask

how much will the cost for the visit go down. I've seen charges go down to 1/3 the

quoted price for insurance billing. Seriously.
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Jules Sep 28 · edited Sep 28

The thing about a landline now is, you have to give up your specific home address

location. No I haven't done that with my cell, or my UPS box, or my USPS box. If not for

that, landlines are THE BEST option.
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Oh my, I'm copying and saving your entire comment. It's gold. Thank you
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BEST COMMENT ON HERE
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What paid email options do you recommend?
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AH Sep 28 · edited Sep 28

Find a company with multiple server locations worldwide, that way, your email is sent from

different servers. Just call and ask where their servers are located, etc. And if your need just

a temporary email address to do some quick online business, you can always use guerilla

mail. That way your personal email address isn't picked up by bots, spammers, data-miners,

etc.
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Katie W Sep 27

Who created ProtonMail? Might be worth looking at.
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Robert Stockdale Sep 28

Go to proton.me and learn more.

1 Reply Collapse

Marianne Rist Sep 27

Thank you Dr Mercola for these insights, which are frightening indeed. Not being technically minded I

hope I can do something about it. When I clicked on the Goopocalypse video link, I was taken to

Vimeo. My choice was to join with email or with Google! Is Vimeo a safe organisation to join with a

non-Google email?

Thanks, Marianne
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Sherman Sep 28

Lesson no. 356 - No need to log in to vimeo! The video will play without being logged in.

1 Reply Collapse

Marianne Rist Sep 28

The video called Goopocalypse now shows: this video is not yet rated, login to watch???

1 Reply Collapse

Sherman Sep 28

Yes? You do not need to login to Vimeo to watch the movie.
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Jules Sep 28

Never use Google to join a website.
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AU Sep 27

Cell phones form a CENTRAL role in the Great Reset - the great satanic takeover of the world. Sadly,

all cell phone users will soon pay the price for using this commodity. Without this technology, the

satanists of the NWO could not accomplish their goal. Ditch the cell.
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Jules Sep 28

Exactly right.

1 Reply Gift a subscription Collapse

Jules Sep 28

That's why they keep pushing 2 factor authentication, esp with your phone number.

1 Reply Gift a subscription Collapse

AU Sep 28

Yes, they are building an increasingly stronger bond between the cell (prison) and the user.

This bond can easily be broken once the user understands the far reaching dangers of cell

phones. Mercola has touched on a few points, but this topic requires MUCH more

understanding.
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John Viddal Wynn Sep 28

The Multiple-Front War Scenario Maintains Intensity BY POLITICAL MOONSHINE ON SEPTEMBER 26,

2022

https://politicalmoonshine.com/2022/09/26/the-multiple-front-war-scenario-maintains-intensity/
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John Viddal Wynn Sep 28

There is a new WEF article on how COVID lockdowns, social distancing, contact tracing, masks and

vaccines were all a "test" to see if we will accept the "social responsibility" of "tracking personal

carbon emissions".

Link:

https://www.weforum.org/agenda/2022/09/my-carbon-an-approach-for-inclusive-and-sustainable-

cities/

CLIMATE CHANGE

‘My Carbon’: An approach for inclusive and sustainable cities

Sep 14, 2022

Kunal Kumar

Mission Director, Smart Cities Mission, Ministry of Housing and Urban Affairs of India

Mridul Kaushik

This article is part of:

Sustainable Development Impact Meetings

Finally, it is significant that all stakeholders across the value chain come together and contribute

towards achieving a net-zero future by leaving no one behind.

WEF roadmap. They justify surveillance state, relay covid with blame on people and pseudo

deductions like climate to produce political economical turmoil and take over

https://iamamalaysian.com/2022/09/27/wef-claims-billions-who-obeyed-lockdowns-mask-mandates-

will-also-comply-with-new-globalist-social-credit-scheme/

https://newspunch.com/wef-says-billions-who-complied-with-lockdown-restrictions-will-also-

comply-with-social-credit-scheme/

https://humanevents.com/2022/09/20/posobiec-wef-elites-want-climate-change-lockdowns

https://ussanews.com/2022/09/22/wef-claims-that-billions-who-obeyed-lockdowns-and-mask-

mandates-will-also-comply-with-new-globalist-social-credit-scheme/

3 Reply Gift a subscription Collapse

Sherman Sep 28 · edited Sep 28

LOCKDOWNS are/were the primary killing machine, not covid! You may want to listen closely to

this recent interview Radical w Majjid had with Dr. Mike Yeadon, with special attention to the last

15 minutes or so - "BUILDING BACK BETTER, FIRST BY DESTROYING HUMANITY AND THE

WORLD. DR MIKE YEADON, RADICAL W/MAAJID" -

https://www.bitchute.com/video/FgHHKJKfE0dM/ - - wish I had a better answer as to non-

compliance. Suspect a lot more people need to open eyes to see ever-present dangers. The

carbon/energy issue is yet another distortion, global warming is concurrent with cooling. By

magnifying climate change and teaching kids to live in fear of it, allows 1% of the 1% 'ers to fly

their private jets, sail on their massive yachts all over the world; therefore close tracking the cattle

herd's consumption is required so more resources are available for them. So many agendas, so

little time!

3 Reply Collapse

Sherman Sep 28 · edited Sep 28

Here's a new tidbit: U.S. and WHO commit to new fund for pandemic prevention and

preparedness and urge world leaders to back it - - https://www.marketwatch.com/story/u-s-and-

who-commit-to-new-fund-for-pandemic-prevention-and-preparedness-and-urge-world-

leaders-to-back-it-11664377351?mod=home-page - IS this the beginning gambit for 10 years of

calling a pandemic each year?
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Sherman Sep 28

And yet another $55 billion dollar tidbit on thinning blood from clots!:

https://www.bloomberg.com/news/articles/2022-09-28/blood-clots-have-big-pharma-chasing-

55-billion-market?srnd=businessweek-v2
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Em Sep 28

So Pink Floyd's Welcome to the Machine wasn't too far off from reality was it?

https://youtu.be/7S8wllPmazM
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zlackov Sep 29

wow..sh..t, PF back almost 50 yrs predicted the future!!! Pink Floyd is GOD!!!

1 Reply Collapse

Writes ViNa Vijay’s Newsletter Sep 28

I use multiple IDs.

1. Google email for my official emails, which I don't care if Google scans them.

2. Yahoo email for personal contacts, which I don't care if Yahoo scans them.

3. I use Brave browser, ProtonVPN and Proton email. This is for my private emails that I don't want

government to know. This identity can never be linked with the first 2 identities.

1 Reply Gift a subscription Collapse

Penguin Sep 28

If you connect thru the same ISP/IP address, you're linked.
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Writes ViNa Vijay’s Newsletter Sep 28

Yes, Anyone tracking via IP across websites will be able to link my Google and Yahoo emails.

The Proton Email can't be linked because of VPN.

Reply Gift a subscription Collapse

Jules Sep 28

Mmmm. You might want to check Rob Braxton's videos about the pro ton mail.
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Dr Obvious (DoctorObvious) Sep 28

Thanks Doc. We’re all screwed no matter what.
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Peter Schreiner Sep 28

Fastmail.com
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Anne Beneville Sep 28

Any recommendations to replace Google Maps? Thanks all. And thanks Dr. Mercola for the nudge.
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QP Sep 28

https://www.openstreetmap.org/
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Jules Sep 28

Mapquest

Reply Gift a subscription Collapse

Rich Sep 28

I have no intentions of not using google or any of its products and services just because Mercola has

written this article.
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Jules Sep 28

Lol omg
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Tim Sep 28 · edited Sep 28

Rev 2:3 Where Antipas was slain is the seat of satan.

Which is Geneva Switzerland, where W.H.O, W.E.F, UN, CERN (the temple of appollyon) dwell.

Rev 9:11 they had a king over them who’s name in greek is appollyon.

2 of these have 666 in their logo.
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Jon Grah Sep 28

1) ProtonMail is actually not as secure as you want to believe:

https://techcrunch.com/2021/09/06/protonmail-logged-ip-address-of-french-activist-after-order-by-

swiss-authorities/

I would suggest continuing to use gmail, BUT layer on PGP messaging on top of gmail. FlowCrypt

makes this painless. But it is only effective if both parties use PGP.

You cant dodge gmail, Skype, Facebook messenger, whatsapp, et al completely, but you can instead

self-encrypt messages within their infrastructure. Or minimize interaction with these services with

more privacy-consciousness services like telegram et al. Again, the end user is ultimately responsible

for the encryption/security of their messages.
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Dan B. Sep 28

I've been using Fastmail for years, because of their reliability. Here is a link that gets me credit:

https://www.fastmail.com/?STKI=/u328815 .
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tiger11 Sep 28

there was a company called Blackphone, not sure if they still exist. They produced a spy-free phone

which looked like BlackBerry. In the end they said their phones are only for governments...
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Skupe Sep 28

The iPhones are much more expensive.
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Skupe Sep 28

iPhones are much more expensive.
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rose Sep 28

degoogled phones are available & google pixel phones are one of the easiest to degoogle! It's best to

have a There are other OS systems they use & other maps & app stores that are safe! Murena is one

company that sells them & check rob braxman on rumble or his web site. He's on Youtube but tht's

not a good place for safety. My degoogled works well! Not perfect but I don't want google perfection.
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Jules Sep 28 · edited Sep 28

Youtube has nothing to do with "safety". It's just a video platform. You choose what information

you show. His website is brax.me

Reply Gift a subscription Collapse

Catherine Sep 28

(Protonmail, based in Switzerland, unfortunately caved to the Swiss government and gave private

details of a French activist client when the French government asked the Swiss government to ask

them. (Protonmail refused when the French government (a foreign government) asked them directly,

but gave into their own country's government.) This was a great disappointment and many journalists

and activists then moved. But that was a specific case that they made a lot of effort for. Protonmail or

Tutanota or others are way way way better than giving all your data to google! We've got to remember

that although 100% is not possible, at least take the best steps available to reduce google's power

and protect ourselves!
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Bob LeBlanc Sep 29

As I understand Protonmail is limited in what they can actually provide. If you don't get a

commercial account (with credit card) and use a VPN or an ip address not linked to you it gets

very difficult to track you down. But I could be wrong.
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rose Sep 28

there are degoogled phones, with a different OS & different app store, different maps etc. Rob

Braxman is knowledgeable on this insanity. You can find him on Rumble & his web site. Murena makes

degoogled phones with access for 2 sim cards. Freespoke is a good search engine as well as

Brave...Also, Prepaid phones are safer & your phone service provider is important, too.
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Catherine Sep 28

Is it possible to provide pdf download for this article? It's such a quick and easy way to share such

important information?

In addition to changing email we can also gradually move over to freeware (free as in free speech):

A Ted Talk with Richard Stallman: https://www.youtube.com/watch?v=Ag1AKIl_2GM – Ted Talk

Some key websites:

https://www.gnu.org/philosophy/free-sw.en.html#header

https://www.gnu.org/philosophy/free-sw.en.html#four-freedoms

https://www.gnu.org/licenses/license-list.en.html (list of free software licences if you are trying to find

a FLOSS equivalent to a given non-free software, and want to check it really is free as in free speech)

if more major influencers like Mercola started to make the shift, it would have so much impact on our

collective future!
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deleted Sep 28

Comment deleted

Catherine Sep 28

Thank you very much. That's so helpful!
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Petra Eva Sep 28

What would be the alternate ?
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grulla Sep 28 · edited Sep 28

For more secure email, consider: https://riseup.net/
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Laverne Sep 28

Are there any alternatives? Search engines, email providers, cell phones, etc.

Reply Gift a subscription Collapse

Robert Stockdale Sep 28

I quit using google as much as I could over 10 years ago when the Chrome browser prevented me

from viewing Dr. Mercola's website. I still use an Android phone, as Apples' hardware is all made in

CCP China, and they're hacking it. I have a Linux phone on order with LinageOS instead of Android.

Hopefully, it won't be much longer before it ships. Currently, using 3 different email accounts.

gmx.com for friends and family. Tutanota.com for mailing list subscriptions and finally, protonmail.com

for financial related. I load protonvpn after each reboot and protonmail is always loaded in the tor

browser.

1 Reply Collapse

TxTonya Sep 28

Use a service NOT in the USA, like mailfence.com and Hostinger. Don't use apps on your phone. Use it

strictly for calls. Vivaldi web browser has an excellent built in VPN.
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Roseanna Spizzirri Sep 28

What is also interesting is that a very high percentage of the junk/phishing email I get comes from

folks using GMAIL!
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QP Sep 28

Use an ad blocker to block ads & google analytics. UBlock Origin, AdGuard (probably), etc. Ad

blockers will make many websites not work correctly, but you can disable them for specific pages that

you have to use. And you'll realize just how many websites are using google analytics.
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He Sep 28

Yahoo Mail is also blocking emails from being sent out (and being received). End of 2020, I know that

several emails I sent to some of my distant friends about a health related meeting never received the

recipients while I didn't receive the usual error message indicating 'non deliverable'. Yahoo and/or our

internet provider just sorted out these emails (and likely others similar to them) and never delivered

them.
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Jules Sep 28

Has never blocked any of mine.
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He Sep 29

I wouldn't have known either had I not weeks later spoken to 2 email recipients of mine. I

sent them similar messages about the first local in-person event about the pandemic and

was surprised they didn't even respond, let alone show up. When I asked them later, they

said they never got such email from me, one of them even checked his email and spam and

trash with me for any sign of my email. It just was nowhere. And now that I think of it, I also

noticed that at least one email from my yahoo account vanished without trace as well; the

message I sent completely vanished from my account as if I had never written it or if I had

'permanently deleted' it. Yahoo has served me well for many years but I don't think they are

'clean' at least not 100% reliable (somebody may have a backdoor to their system if need be

and 'sort' message traffic). What I found disappointing was when Yahoo deleted Yahoo

Groups, and that just before the pandemic. Maybe a coincidence but maybe planned to

'disperse' people and prevent groups who knew each other and exchanged info for years

from exchanging ideas about CV19.
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Janis Jenkins Sep 28

What about NOT using any wireless phone at all? I stopped using it last November after considering

Arthur Firstenberg's call to stop using them. I don't miss it at all. Also, i use my laptop hard-wired as i

do not use wi-fi.
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Jules Sep 28

That is the way to do it! Do you feel like you need a phone for when you're driving? for

emergencies?
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Nigel Rudlin Sep 28

I have a Protonmail account, however I have learned that some people have experiences complete

deletions of their data. This is truly secure. https://tutanota.com/
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Nigel Rudlin Sep 28

https://tutanota.com is way better than Protonmail. Definitely ditch all things Google, Its' 100% against

freedom
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Jules Sep 28

So are most apps. That's another trap of theirs.
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Nigel Rudlin Sep 28

You should also DELETE your FACEBOOK, Twitter, LinkedIn, and get rid of "APS" that track you. The

new Iphones have a "Health Ap" that you CANNOT DELETE. then get the "Brave Browser" then

https://tutanota.com/ email account
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Evelyn Sep 28

The Brave search engine is very slow and many sites are either not accessible or must be

"unblocked." Duck Duck Go is supposedly now owned by Google. How about Yahoo? Is that owned by

Google as well? Are there any "safer" search engines out there?

1 Reply Collapse

Sherman Sep 28

Yahoo and aol are both part of the Verizon network. AOL is offering a discount to personal

NordVPN, although have not tried it...my old antique verizon account got dumped into aol. Lots of

work to do to unravel this one.
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Jules Sep 28

I've had no problems at all with Yahoo for 20 years.
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ann watson Sep 28

I realize Google is a seriously bad company but I put out a newletter every night on email - I'm not

savvy to technology and I have 100 people that read the news from me email every day

I've tried alot of different hosters for my email newsletter and none of them perform like gmail
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Mirandola Sep 28

According to the ACLU and the Electronic Frontier Foundation, using a cell phone is less protected

privacy wise than a land line. There is Never a guarantee of privacy, regardless, and phone records are

stored in a major warehouse in San Francisco, according to the ACLU. Mike German, informant to the

ACLU and former FBI agent, said that FBI Fusion Centers are staffed by citizen volunteers and are

organized almost town-for-town. This was in the 9-11-01 era, and time has only expanded the

warrantless surveillance.

Google is indeed a major problem, one of the worst offenders, and Dr Mercola is right about that.

HOwever, given FISA and the Patriot Act, which both expanded warrantless surveillance, and the

Patriot Act offering "Basket warrants which aren't warrants at all" according to the ACLU, surveillance

is widespread and over-reaching. ALL internet and phone carriers are guilty of violating the Fourth

Amendment, unless they specifically pledge not to wiretap without a specific court warrant. Seek out

companies which pledge not to share your information, not to track you, and not to wiretap without

court warrant. Please reply and list them below, as this information is helpful. Thank you all.
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Ashok SenGupta, PhD Sep 28

What about an iPhone using Wayz?
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Diane Martinson Sep 28

How do I add my proton mail address to Mercola so I get his emails there?
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Jules Sep 28

Just go to his website and when the popup comes up, just sign up with it.
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Writes David Watson To Your Health Sep 28

Android is owned by Google, but the software is open source and has been thoroughly analyzed by

smart people around the world. It is used in whole or in part by many independent vendors who have

reviewed and sometimes modified that software to support their own infrastructure. If you have a

Samsung device, for example, you aren't dealing with Google, only with their competitor Samsung.

They are participants in a semi totalitarian society themselves, so their products might (probably)

have intrusions of their own, independent of Google.

It's unlikely that we can really do anything to assure our privacy in this crowded world. Even substack

(hello, FBI). The important life skill today is to recognize that we're being monitored continually and

remain vigilant to those intrusions and prepared to deal with likely attacks.
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Jenn Sep 28

What about the Freedom Phone? Do you think it's safe? https://www.freedomphone.com
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not an idiot like you Sep 28 · edited Sep 28

Your low delivery rate to gmail is because so many gmail users have reported you as spam. Has

nothing to do with gmail policies.
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Writes David Watson To Your Health Sep 28

Why do you think that? Because you read it in an email from gmail? Good scams have many

layers.
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PureBlood Sep 28

DON'T BE FOOLED! Proton Mail is also globalist controlled and used the same ways they use Gmail.
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fanofjesus Sep 28

I heard that too; lots of psyops out there
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Jules Sep 28

We need to warn James of Project Veritas about protonmail.
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Writes Mel Remple Mel’s Musings Sep 28

I have noticed that the actual number of emails that gmail so nicely puts in my Junk folder reduces

when I open the folder. Eg. it will say 14 unread messages but when I open the folder there are only 10.

No way to know who the 4 missing emails were from, what they were about or where they went.
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Dorothy Sep 28
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Dorothy Sep 28

Let us all stop using social media.

Problem solve

3 Reply Gift a subscription Collapse

Writes David Watson To Your Health Sep 28

No, isolating us makes us more dependent on government. Their problem solved.

Reply Collapse

Seth D Berry Sep 28

Great article. Thank you.

For phones, Apple is no better than Google. They spy on you also. And use your phone as a spy

device to track others.

Consider installing a degoogled version of Android. I highly recommend Calxy, which I've used for over

a year. I bought an unlocked pixel 3 on ebay, and installed Calyx. Battery lasts three days now, and

Google can't track me.

Also, consider the Signal app for secure messaging. And, Standard Notes, an end to end encrypted

note app with excellent features.

Reply Collapse

LEONID SHCHIGOL Sep 28

Doesn't matter what phone is used . All the companies such as T mobile, Verizon AT&T & etc. Are

cenzoring... And, use Proton mail or not it's not working for secure purposes...

1 Reply Gift a subscription Collapse

fanofjesus Sep 28

correct; I heard that proton mail is also not safe

1 Reply Gift a subscription Collapse

Marvin Sep 28

Why does proton want to read my emails?

Reply Gift a subscription Collapse

Writes David Watson To Your Health Sep 28

Lots of people want to read your mail. Using computers to sift them, they extract information that

is valuable when sold to marketers or governments. They can also use them to control what you

think and how you vote. Not all that junk mail is random.

2 Reply Collapse

Juniah Rose, Author Sep 28

What about Yahoo mail? I thought they were bought out by Google. Is it all the same, and should we

stop using that too?

Reply Collapse

Jules Sep 28

They were not bought out by Google. It think it may have been Verizon.

1 Reply Gift a subscription Collapse

Writes David Watson To Your Health Sep 28 · edited Sep 28

Yet another control scam is credit cards. I subscribed to another substack channel last week and my

card provider rejected it as a "direct marketing". Visa and Master have agreed to report gun purchases

to government. Next step will be rejecting them. Powerful control mechanism, precursor to inevitable

government crypto. "Central bank digital currency." I expect growth of cash transactions, until the

government withdraws all cash. We need legislation to prohibit that, or start planning to work in a

barter underground economy.

1 Reply Collapse

Gary Hauck Sep 28

When I examine what cookies come along on this email, I see fonts.gstatic.com, and www.google.com.

Why would Dr. Joe do that, especially on an article he wrote about the dangers of invasive technology

in general and Google in particular???

2 Reply Gift a subscription Collapse

fanofjesus Sep 28

thank you for exposing that. We must all be discerning, as there are so many "disinfo" agents out

there

1 Reply Gift a subscription Collapse

THRitchie Sep 28

https://abovephone.com/

Reply Gift a subscription Collapse

fanofjesus Sep 28

I belong to New California State, a new state being created from old calif. I have found that we must

not include that name in any email communications, as they just don't find their way to my inbox.

Other things I send to my gmail often don't make it in. I do use proton mail too, but I didn't want the

app to become so clogged as my gmail is--(more thana thousand in inbox)

Reply Gift a subscription Collapse

James Kuhlenschmidt Sep 28

Good news! I just use gmail to collect all my junk mail and solicitations.

Reply Gift a subscription Collapse

Evelyn Sep 28

You are right. Trying to sort all that out is a daunting task and who has time for that. Every time one

thinks a problem is solved, another one pops up.

Thanks for responding!

Reply Collapse

Robert Smith Sep 28

You use 100,000 words when 100 to 1000 would do--you have some good info but are pleonastic.

1 Reply Gift a subscription Collapse

Jules Sep 28

Ooh I just learned a new word!

Reply Gift a subscription Collapse

Katie W Sep 28

Hi Robert,

Thanks for responding. I know who developed this email platform. I wonder if others understand who

is behind it and how that might impact their choice.

Reply Gift a subscription Collapse

LAO Sep 28

Dr. Mercola,

Please, please, please consider dropping the new sound effects. I had to stop listening half way

through the interview as it was so distracting. In my opinion it makes you sound like you are

sensationalizing the information and makes you sound less credible! Sending my feedback with love...I

know you are not sensationalizing and are credible!

Reply Gift a subscription Collapse

pat Sep 28

I'm PC-illiterate & a typical low-income retiree. A couple of years ago I desperately tried to get off

google, but after hours of trying (& pulling my hair out, google would not let me out. I was unable to

pay someone to do it for me. When my PC crashes (& it will before long, as I no longer have extra

security), I'm DONE!!! I will borrow my friends' PCs. Same with I-phone. Will get a land line. I will miss

them, but DESPISE what they're doing. Besides, I've been EMF'd, so will do much better! A big, HUGE

thanks to Dr. Mercola for all he does for us & for hanging in there, despite all the horrendous attacks &

threats! WE LOVE YOU!
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Kennedy Sep 28

Protonmail = CERN. How is that any better?
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Linda Bowman Sep 28

It's pretty hard to ditch my Android because it's all Google crap. I don't have funds to start over or buy

an expensive iPhone. I do however use DuckDuckGo and it blocks Google trackers & provides a VPN

to protect me.
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Nadege Armour Sep 28

I understand the gravity of this article. However, I am in my late 50s and safety and aid are of great

importance to me. I shudder to think I might (God forbid) be in a car accident or lost and needed to be

found. A Google-based phone may be a tremendous help in locating me and obtaining help.

Am I correct?
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Common Sense Sep 28 · edited Sep 28

After the article talks about the evils of Google Analytics and trackers in most websites, I find it

interesting that MercolaMarket.com product pages has 13 trackers according to Brave Browser. It

includes Adobe, Google trackers, play.google.com, Youtube and more. I believe Dr. Mercola should

De-Google his own websites, especially since he's telling everyone else to ditchGoogle!
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Esther Sep 28

I use Protonmail. Works fine. Replies get a little awkward after a while. Braxman says it is only secure

with other protonmail users--and that the same is true of other privacy emails.

I moved my Mercola to an email called mailfence. I think so far it is better than protonmail.

I have used Brave Browser for years. Excellent. Brave Search is as good as any. Allen Stevo says it is

less censored than nearly all others. But I cannot get more than 29 pages of search engine results

actually show up on ANY search engine on any topic, controversial or not.
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Jules Sep 28

Anyone else getting spammed with responses that you can't unsubscribe from??
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Robert Smith Sep 28

A tome, when a one-page perusal would suffice.
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Mary T. Sep 28

What about duck duck go?doesn't this keep your data private?
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Mary Noel Sep 29

Why oh why isn't there a class action lawsuit against Google regarding a breach of confidential health

information as per HIPPA law????

Reply Gift a subscription Collapse

DawnieR Sep 29

One has to be living under a ROCK to NOT know this stuff! Those who CLAIM to be 'ADULTS', know

NOTHING!! The General Public is SO LOW IQ, that it's at the point of RETARDATION!!

I have been 'SCREAMING' this, for YEARS........GOOGLE = CIA! So, those who use the CIA's 'spy

things', DESERVE what they get. The General Public LOVES SELF-INFLICTED PAIN; they're

SUICIDAL......NEVER do things in THEIR BEST INTEREST! (look at the way they vote + low/NO

information voters!)

It's AMAZING how many individuals that have 'security' cameras IN their homes (where ALL CAN

WATCH!), those stupid 'ring' doorbells, those MORONIC 'voice activated whatevers' in their homes.

<< Ya DO GET WHAT YOU DESERVE!!! NO HUMAN could be THAT STUPID!!! Your CABLE BOX is

SPYING on you (they can SEE/HEAR YOU!); your 'smart' TV.....the SAME! ANYTHING 'smart' IS

SPYING ON YOU!

It's REALLY simple, people.......GET OUT/OFF of 'THEIR' SYSTEMS!! And if 'you' don't know what that

means?.......there is NO HOPE FOR YOU!!!!!
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Janis Jenkins Sep 29

Hi! No, i just keep my vehicle in good running order with service checks every 6 months. This way i

know i won't be stuck any where. Besides i've come to the stage in my life where i'm not out kicking

around after dark much at all. lols

Reply Gift a subscription Collapse

Robert Smith Sep 29

He is verbose, but needs to be--has a group of followers, quite diverse.

I usually just read the bulleted info at the beginning--kinda like an exec summary, usually enough for

me.

BUT continue as is for those who need more--sorry for the criticism, maybe was grumpy then, as

some old men can be

(Being unnecessarily verbose, sorry!)

Reply Gift a subscription Collapse

Dan B. Sep 29

I have been using Fastmail for over a decade, because of its reliability. This link gets me a credit if you

keep them: https://www.fastmail.com/?STKI=/u328815 .

Reply Gift a subscription Collapse

Bob LeBlanc Sep 29

Last year Dr. Zelenko provided a link to download his Zelenko protocol from his Google Drive account.

When I tried to access it I got:

“Google Docs: We’re sorry. You can’t access this item because it is in violation of our Terms of

Service”

I saved a screenshot of the alert.

Reply Gift a subscription Collapse

Bob LeBlanc Sep 29

A link to the screenshot mentioned above:

https://postimg.cc/WtxcctNM

Reply Gift a subscription Collapse

Dot Sep 29

After watching many hours of RobBraxmanTech videos, I have learned that iPhone is VERY secure, but

that is at the cost of turning over complete privacy to Apple. So I guess if you trust the biggest

communications tech oligarch to manage your privacy (and not censor your incoming and outgoing

content) then you're fine with iPhone. I'm almost off the Apple ecosystem myself, because it is clear

they cannot be trusted to protect my privacy in my own best interest - only theirs.

Instead, I've learned about the beauty of "degoogled Android" from RobBraxmanTech and for me, his

BraX2 phone is the best option. Both secure and private - for now until Big Tech and the Carriers lock

us into their version of what's "best" for each of us.

Reply Collapse

Anna Sep 29

I'm not going to join this paranoia. I have nothing to hide and I don't care who reads my messages. I

don't do anything illegal or immoral. I express my views openly and don't care who like them or not. If

people have nothing better to do with their time they can search for better options. I try to spend less

time online and more outdoors and use the Internet for my convenience. I used to like Dr. Mercola's

website and articles about health and fitness but there is too much politics for my liking now.

Reply Gift a subscription Collapse

Brio Sep 30

People are too lazy to even switch to "gogoDuck" or "Brave" so imagine doing much more than that....

We are doomed.... Only 3 Republicans dare to confront mafia boss fauci.... he wont be investigated....

big pharma and big tech own the majority of congress and 100% of the white house.... we need a new

Patriotic centrist party to REALLY clean up this mafias....

Reply Collapse

Brenda Cabral Oct 2

How about Sekur? They’re based in Switzwerland.

Reply Collapse
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